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PyKoBOACTBO NO YCTAaHOBKe

OOwue cBepeHus

MporpamMa nogaepxunsaetcs onepaunoHHon cunctemon (OC) Linux Ubuntu 20.04 LTS.
XapakTepucTuku obopynosaHuto O3Y, LM, O6bem gncka, 3aBUCAT OT TpeboBaHMI K
NpoekTy. PacyeT Harpyskm 1 3aHMMaeMoro MecTa H a cepBepe onucaH B pasgene «Moabop
obopynoBaHUsA ons NpoekTa». KaXxabli MOAy b MPOrpamMmmbl YCTaHaB/IMBAETCS B
He3aBMUCUMbI KOHTENHEpP, B3aMMOAENCTBUE KOHTENHEPOB MeX a4y COOON opraHn30BaHO Mo
npotokony TCP. [1ns co3gaHna KOHTENHEPOB NCNob3yeTcs nporpammel docker.io.

Mopbop obopypmoBaHua Ana NpoeKTa

icxooHble fAaHHbIe NS onpefeneHnsa TexHn4eckmnx TpebosaHnm Kk 06opyaoBaHMio
oNpenenaTCa TEXHNYECKUM 3a4aHNeM U MPOEKTOM Ha CUCTEMY MOHUTOpPUHra (CM).

PacueT o6beMa AMCKOBOro NPOCTPaHCTBa

1. Inqa yctaHoBkun OC, cny>xebHon nHdopmaumm Ha cepepe u nporpammbl CM,Heobxoanumo
BbloennTb 60 6.

2. [lna paHHbIX NOCTYNMBLUMX C KaHanos CM:

N3 nokymeHTauum HeobxoAnMMO NoACHMTaTb KOJIMYECTBO KaHaoB paboTaloLwmx B CUCTEME,
WHTEepBa ONpoca KaHanoB (B CeKyHOax) U CPOK XpaHeHus (B rogax), HanpuMmep gatyuk IN-
D3 umeeT 3 kKaHana(X,Y,T(temnepaTtypa)). Popmyna pacyeTa obbemMa AaHHbIX:

K - KOIN4eCcTBO KaHaoB

OC - onpoc B CeKyHAax

X - nepuof xpaHeHus (ron)

b - 6anThbl.

b = (K*4)*(86400/0C)*(MX*365)

Mpumep pacyeTa HeobxoaMMOro mecta Ha auckn ansa 7 gatyukos IN-D3, onpoc 1 pa3 B 300
CEeKYHAY, CPOK XpaHeHUsa AaHHbIX 2 roga. 7 gaTtymkos no 3 kaHana XY T utoro 21 KaHas.
86400 - KONNMYeCTBO CEKYH[ B CyTKax.

(21*4)*(86400/300)*(2*365) = 176601606 nav npumepHo 16,8M6.

BAXHO!

KonmyecTBO KaHaJIoB COCTOMT HE TOJIbKO U3 AAaTYMKOB B AOKYMEHTALUN K MPOEKTY, HO 1
BMPTYaJibHbIX KaHAI0B, KOTOPbIE BbIYUCIAIOTCA B pe3ysibTaTe NOCTYNUBLUNX OAHHbIX C
AaT4yMKa B COOTBETCTBUM C TPeOOBAHMAMMN KOHKPETHOMO MPOEKTA.

3. Ons cnyxebHblx gaHHbIXx CM Takux Kak «XKypHan cobblTnin» n «KypHan cencMmyeckmnx
cobbITM», Nnpegnaraetcs Bolaenutb 10I6. NMogobHoro poda AaHHbIE OLEHUBAOTCA
npnbnn3nTenbHO,MCX0AN U3 cneundukn obbekTa MOHUTOPUHTa.
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BAXHO!

Ecnn ycTaHoBneHa rasnoyvka “CoxpaHaTb UCXOLHbIE 3Ha4YeHNS” B HaCTPOMKAX KaHata uin
LaTynKa, 06beM BbiAeSIEHHOr0 AUCKOBOIro MPOCTPAHCTBA YMHOXUTb Ha 2.
PekomMeHZaLuMa: Npy CO34aHUN AUCKA MCNOb30BaTh TN ToMa LVM, 4Tobbl npu
Heobxo04MMOCTN MOXKHO BbINI0 PaCLLUNPUTL TOM.

Pacuyet Harpy3ku O3Y u LI cepBepa

Bbibop o6bema O3Y n Tvna UM gng pabotebl CM, 3aBUCKT OT BbIOpaHHbLIX PYHKLMOHAIbHbIX
BO3MOXXHOCTEWN M KONNYECTBaA U3MepuTesibHbIX KaHanos CM.

MuHuManbHble TpebosaHus Kk UM n O3Y:

@ 4 Apopa c yacToToM He MmeHee 3 Tu.

@ 4 6 onepaTMBHON NamATW.

HacTponka cuctemsl Ubuntu 20.04 LTS.

HacTpoika ceTu:

HacTtpouka cuctemsl Ubuntu 20.04 LTS

HacTpouka cetu

HacTponTe ceTb Yepe3 KOHCoJb Ha cepeepa Ubuntu 20.04 LTS, oTpegakTmMpoBas ann
KoHurypauun netplan, Haxoaswmncs B anpektTopun /etc/netplan/.

KomaHOa pefakTupoBaHus:

# vim /etc/netplan/00-installer-config.yaml

OCHOBHble HAaCTPONKU:

@ addresses — ip agpec KoTopbii byaeT Ha3HavyeH Balle CeTEBOWN KapTe.

@ gateway4 — ip agpec Ballero poyTtepa.

@ nameservers — DNS cepsepa.

@ search — gomeH B KOTOpOM BygeT Npon3BeeH NOucCK.

BAXKHO!

ObpaTnTe BHUMaHMe Ha npobensl! Mcnonb3oBaHne Tabynaumm 3anpewieHo! B cTpoke B
KayeCTBe pasgennTenen OonyckatTca Toabko npobensl! ECn y BaC nocne coxpaHeHns
tharna nosisunace owmnbka Tuna: Error while loading /etc/netplan/00-installer-config.yaml, To
hann oTpefakTUPOBAH HEMPaBUIbHO C TOYKW 3PEHUSA CUHTaKCKCA.

MprMep HaCTPOUKN:

network:

ethernets:

enp0s3:

addresses:

-192.168.0.105/24

gateway4: 192.168.0.1

nameservers:
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addresses: [192.168.0.1, 8.8.4.4]
optional: true

version: 2

renderer: networkd

HacTpo#ka AUCKOBOro NpPoCTPaHCTBa

TO CaMas BaXHas YaCTb yCTaHOBKMK cepBepa Ubuntu. CywiecTByeT ABa cnocoba HaCTPOMKM
xpaHunauwa B Ubuntu Server.

YnpasniseMasa KOHpuUrypaumna xpaHuauwa: Cuctema co3gacTt pasfen XpaHuanila
aBTOMATUYeCKWN, yCTaHABNBASA 3HAYEHUSA NO YMOHAHUIO. ITOT MeTOf noJsie3eH A4
HaYMHalLWmx nonb3osaTesien cepsepa Ubuntu.

[MoNb30BaTeNbCKMI MAaKeT XpaHuauwa: Mosib3oBaTesb LOJKEH OnpenesinTb pasgen
XpaHuAULWa cam. 3To Nyyvwnn meton ans cepsepa Ubuntu, noToMy 4T0 no3sonseT
NoJib30BaTEN0 HACTPOUTb XPaHWINLLA B COOTBETCTBMM CO CBOMMMK TpeboBaHMAMN.
Heobxoammo co3paTb pasgen LVM, ona 3Toro Hy>KHO MCMN0JIb30BaTb N0J1Ib30BaTENbCKUN
MakKeT XpaHunauwa. Mepengute K onunn «Monb30BaTeNbCKUA MAaKET XPaHUANLLA» U
HaxMuTe Knasuwy npobena, 4Tobbl BLIOpaTL ee. Tenepb BoibepuTe onuuio “roToso” un
Ha)XMUTe Knasuwy “Beog”.

MOABUTCA OKHO KOHMUIYpaLWUn XpaHuauLa. Beibpats paszgens «®ANTOBAA CUCTEMAS,
«[JOCTYIMHBIE YCTPOWNCTBA» 1 «MCMOJIb3YEMbIE YCTPONCTBA». B pa3gene “OOCTYMHbIE
YCTPOWCTBA” HalTv Heobxo4uMble YCTponcTBa. JOCTyrnHoe ycTpoincTeo /dev/sda.
Co3paTb pasgen LVM Ha 3ToM gucke. B cucteme Linux HY»)XHO CO34aTb MUHMMaJbHbIN (/boot)
3arpy304HbIn, swap 1 (/) kopHeson pasgen. Cpegm 3Tux pasgenos /boot n swap LOMKHbI
6biTb BHe LVM. CHavana co3faTb 3TU ABa pa3fena, npexae 4em cos3gasath LVM.

@ BuibepuTte focTynHoe ycTponcTBO (Hanpumep: /dev/sda), HaXxas KiaBULWK CO CTPesIKaMu
BBEPX W BHM3, @ 3aTeM HaxMuTe Knasuwwy “Beoa”. MoaBuTCA BCNbIBalOLLas onumns.

@ BuibepuTte onuuio “fobasnTb pasgen GPT” n HaxxMuTe Knasuwy “Beof”. Tenepb NOSBATCA
napameTpbl 4s1a ynpasneHus pasgesom GPT.

@ Npun pobasneHunn pasgena GPT B pasgen /dev/sda ykaxkute pasmep (Hanpumep, 500 m)
ON4a 3arpy304HOro paszena B rnoJjie seoga “Pasmep”.

@ B packpbiBatowemca meHto dopmaT BbibepuTe hopmaT pasaena - exts.

@ B packpbiBatowemcs MeHio «Mount» BbibepuTe « /boot».

@ Buibepute onuuio “Co3naTbh” 1 HaxXMUTE Knasmwy “Beoa”.

3arpy304Hbii pa3gen byaeT co3gaH 1 gocTyneH B pasgene ®ANTIOBAS CUCTEMA okHa
KoHgurypaumm xpaHuauiia.

Co3paHune Paspgena Mogkaykuy

Co3panTe pasfgen noakayvku, BbiMOJHUB Cneaywne 4encTBUS:

@ BbibepuTe yCTpONCTBO XpaHEHNS, CHOBA HaXKaB KaBMLIN CO CTPESIKaMu BBEPX W BHU3 ”
Ha)<aB Knasuwy “Beoa”.

@ Buibepute onuunio “AobaBnTb pasaen GPT” n HaxxmuTe Knasuwy “Beoa”. MossATca onuum
Ona co3fnaHus HoBoro pasgena GPT.

@ pu nobasneHnun pasnena GPT B pa3gen /dev/sda ykaxunte pa3mep (Hanpumep: 8G)
pasfena nogkayku B nose BBoAa pasMepa.
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@ BuibepuTte «Swap» B packpbiBatoLLleMcsa MeHio «Format».
@ Buibepute onuunio “Co3paTbh” 1 HaXXMUTE Knasuwy “Beoa”.

Co3panTe HehopMaTMPOBaAHHOE XpaHUMLLE Nepen co3faaHnem pasgena LVM:

@ BbibepuTe yCTpONCTBO XpaHEHNS, CHOBA HaXKaB KaBMLIN CO CTPESIKaMu BBEPX W BHU3, @
3aTeM HaXmuTe Knasuwy “Beopa”.

@ Buibepute onumio “fobasuTb paszaen GPT” n HaxxmMmuTe kKnasuwy “Beoa”. MoasaTca onuun
ONd co3haHma HoBoro pasgena GPT.

@ Npu pobasneHnn pasgena GPT B pasgen /dev/sda ykaxxute pasmep pasgena LVM(Hazo
yKa3aTb MOJIHbIN pa3mMep OCTaBLUErocs pasmepa gMCKa) B MoJsie BBoOL4a pa3Mepa.

@ B packpbiBatoLeMcs MeHio “PopMaT” BbibepuTe OnNunio 0CTaBUTb OUCK
He(opMaTMpPOBaHHbLIM (He hopMaTNPOBaTb AUCK).

@ Bbibepute onuuio “Co3paTh” 1 HaXXMUTE Knasuwy “Beon”.

Y1066l CO3naTh pa3gen LVM, cHavana Heobxoammo co3fath rpynny Tomos (VG).

CospgaHue rpynnbl TomoB LVM (VG):

@ B pasgene NOCTYMNHbLIE YCTPONUCTBA BbibepuTe onumio “Co3gaTs rpynny Tomos (LVM)” n
HaxMuTe knasuwy “Beon”. MNossutca onuua “Co3fath rpynny Tomos LVM”.

@ 1o ymonyaHuio cuctema ykaxet (vg0) ona umeHn rpynnel TOMOB. I3MeHnTe ero B none
BBOJA UMEHU WM COXPaHUTE NO YMOJIHaHUIO.

@ BuibepuTe onumio pasgena B pasgene “YCTponcTea” v HaXXMuUTe Kiasuwy npobena, 4Tobbl
BKJIIOHYUTL ee.

@ Buibepute onumio “Co3gaTth” 1 HaxxmMuTe Knasuwy “Beoa”.

[pynna TomMoB(vg0) Tenepb ByaeT HocTynHa B pa3aene “NOCTYMHBLIE YCTPOWUCTBA”. lanee
HeobxoamMo co3paTb pasgen LVM oTcroaa.

Co3paHue KopHeBoro (/) pasgena LVM:

@ Buibepute cospaHHyto rpynny (vgo).

@ Buibepute onuuio “Co3aaTb NOrNYECKUIN TOM” N HaXXMUTE Knasuwy “Beoa”. MNossATca
napameTpsbl 4J19 CO34aHNSA HOBOIr0 JIOrM4YeCcKoro Toma.

@ B pasgene “[lobaBneHne nornyeckoro toma” B vg0 BBeaUTE NMSA ToMa (Hanpumep, Iv-root)
B MoJie BBOLA MMEHN.

@ YKaxunTe pa3Mep 414 KOPHEBOro pasfena B noje seoga “Pasmep”.

@ B packpbiBatoweMcs MeHto “@opmaT” BbibepuTe hopmaT pasaena - exts.

@ Buibepute onumio “Co3gaTth” U HaxxmMuTe Knasuwy “Beoa”.

ByneT co3faH KOpHEBOM (/) pa3aen, AOCTYNHbIA B pasgene GANJIOBAS CUCTEMA okHa
KoHurypaumm xpaHuamia.

BbibepuTe onunio “MFoToB0” 1 HaxxMuTe Knasuwy “Beoa”. Cuctema nonpocuT NOATBEPAMNTL
(hopMaTupoBaHME OaHHbIX, MOCKOJIbKY MOC/e CoO3haHNsA N (popMaTUPOBaAHMA pa3fena Ha
3TOM YCTPOWNCTBE CTapble AaHHble ByayT yaaneHsl.

BoibepuTte “MpoaomxKnTh” N HaxxMuUTe Knasuwy “Beoa”, 4Tobbl NOATBEPAUTL AENCTBUE.
BeibepuTe onuuio “YCcTaHOBKa CMCTEMbI” N5 NPOLOJIKEHNS YCTAHOBKN.

YcTaHOBMTE BPEMEHHYIO 30HY Ha CcepBepe:

A3meHeHns YacoBoro nosc. [ng yCTaHOBKM TeKYyLLEero 4acoBoro rnosica CUCTeMbl BBeANTe
timedatect| 6e3 aprymeHTOB:

# timedatectl
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BbIxoAHble AaHHbIE HM)XXE MOKa3bIBAlOT, YTO YaCOBOW MOAC CUCTEMbI YCTaHOBJ1€H Ha «UTC»:

Local time: Wed 2021-08-25 08:18:36 UTC \\
Universal time: Wed 2021-08-25 08:18:36 UTC\\
RTC time: Wed 2021-08-25 08:18:37\\
Time zone: Europe/Moscow (MSK, +0300)\\

System clock synchronized: yes

NTP service: active\\
RTC in local TZ: no\\

YT00ObI BEIBECTU CNUCOK BCEX AOCTYMHbIX YacoBbIX NOACOB:\ #timedatect! list-timezones
Kak TONbKO Bbl OnpegesnnTe, Kako YaCoBOW NOAC COOTBETCTBYET BalleMy
MeCTOMNOJIOXKEHWNIO, BBEAMTE B Ka4eCTBeE MNoJib30BaTend sudo CefyloLlyo KoMaHay:

# sudo timedatect! set-timezone your_time_zone

YcTaHOBKa U 0OHOBJIeHMe OCHOBHbIX KOMMOHEHTOB
nporpamMmmbl

YcTaHOBKa Nporpammbl 15 yaajaeHHOro 4ocTyna K Cepeepy no npotokonay SSH

# apt install -y openssh-server

MoAroToBKa cepBepa A yCTaHOBKM MPorpaMmbl

(ons DanbHenWwen yCTaHOBKM NOAKIYNTECH K CepBepy No SSH NnpoToKony nan N0KaJibHO
4yepes KOHCOJb).

BBecTn KomaHabl:

O6HOBIEHNE CUCTEMBI:

# apt update

MporpamMma ans CBA3M C PENO3UTOPUEM:

# apt install -y git

MporpaMma A5 CO34aHNA KOHTENHEPOB OCHOBHbIX M BCMOMOraTebHbIX MPOrpaMm:
# apt install -y docker.io

# apt install -y docker-compose

3arpy3ka yCTaHOBOYHbIX (painioB Ha cepsep.

3anyck KOMaHAbl A4 3arpy3kun nporpaMmMbl yCTaHOBKMW Ha CepBep:

# git clone -b latest
http://deploy:7PCh5S)nTiXQ)BmB9wmi@dev.system-it.pro/monitoring/monitoring.git

[poBepKa KOMMNOHEHTOB:

# /opt/monitoring/deploy.sh ensure_req

HayvasbHble HacTponky CM, creHeprpoBaHHbIE aBTOMATUYECKU:
# /opt/monitoring/deploy.sh config

HacTtponka CM.
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Mepen yCTaHOBKOW CUCTEMbI HYXXHO CieNlaTb NepcoHanbHble HAaCTPOMKKN. OCHOBHbIE
HaCTPOMKM KacaloTcs BpemeHHoW 30HbI, Maponen, Knoven goctyna, [LOCTyn K BHELWHUM
MCTOYHUKAM AaHHbIX (Hanpumep: JOCTyN K 6a3e faHHbIX) U napameTpbl cuctemsl cbopa u
XPaHEeHNs OaHHbIX.

HacTporKkun Hy>XHO caenaTb Kak A5 cepBepa, Tak U AN yCTaHaB/IMBaeMbIX KOHTENHEPOB.
HacTponka KOHTeNHepoB:

019 n3MeHeHNs HaCTPOeK B KOHTeNHepax B CUCTEMe NCNOJb3YTCA ABa (ania .env 1
docker-compose.override.yml

HacTponka hanna .env :

[MepeMeHHble creHepupoBaHHbIe aBTOMaTUYeCKN B hanne .env (Npm HeobxoauMoCTu
N3MEHUTD) :

LORA_API_JWT SECRET=default

LORA_AS APl PASSWORD=admin

POSTGRES PASSWORD=default

CLICKHOUSE_PASSWORD=default

WEB DEFAULT PASSWORD=default

# CekKyHh
STORE_BUFF_PERIOD=30

TZ=Asia/Yekaterinburg
PHP_TZ=Asia/Yekaterinburg

LORA NET ID=
SENTRY_URL=http://ID@example.com:9000/3

3anyck YCTaHOBKYM NPOrpaMMbl.

BBegute KomaHAbl:

# docker login -u user -p default dev.system-it.pro:5000
# /opt/monitoring/deploy.sh upgrade

MporpamMa byaeT yCcTaHOBIEHA.

Mocne yCTaHOBKK OTKponTe bpay3ep, B aApecHon CTpoke BeeauTe IP-agpec cepeepa.
Mo ymonyaHuto Mima nonb3oBatens: admin@example.com, napojb B COOTBETCTBUN C
yCTaHOBKOW B (hansie /opt/monitoring/.env, napametp WEB_DEFAULT PASSWORD=[napons].
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