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PyKoBOACTBO NO YCTAaHOBKe

34echb NpefcTassieHa UHopMauns ans GopMnMpoBaHns TeEXHNYECKUX TpeboBaHMm K
cepBepHOMy 060py0BaHWUIO M PYKOBOACTBJI M0 YCTAHOBKE CUCTEMHOr0 NPOrpaMMHOro
obecneyeHna n NporpaMMHoOro obecneyeHns CUCTEMbl MOHUTOPUHTA.

OOwue cBepeHus

MporpamMa nogaepxunsaetcs onepaunoHHon cunctemon (OC) Linux Ubuntu 20.04 LTS.
XapakTepucTuku obopynosaHuto O3Y, LM, O6bem ancka, 3aBUCAT oT TpeboBaHM K
NpoekTy. PacyeT Harpyskm 1 3aHMMaeMoro MecTa H a cepBepe onucaH B pasgene «Moabdbop
obopynoBaHua gna npoekTa». Ka)kablih MOA4Yb NPOrpaMMbl yCTaHaBAMBAETCS B
He3aBNCUMbIN KOHTENHep, B3anMOLeNCTBNE KOHTENHEPOB Mexay cobon opraHn30BaHO No
npotokony TCP. [1ns co3gaHna KOHTENHEPOB UCNOb3yeTcs nporpammbl docker.io.

Mopbop obopymoBaHua Ana NpoeKTa

icxoaHble AaHHbIe OANs onpeneneHnsa TexHn4eckmnx TpebosaHnn Kk 0b6opyaoBaHmio
oNpenenaTCa TEXHUYECKUM 3a4aHNeM WX MPOEKTOM Ha CUCTEMY MOHUTOpPUHra (CM).

PacueT o6beMa AMCKOBOro NPOCTPaHCTBa

1. ins ycTaHosku OC, cnyxebHon nHpopmaumm Ha cepsepe 1 nporpammsl CM,Heobxoanmo
BbloennTb 60 6.

2. [Ina paHHbIX NOCTYNMBLUMX C KaHanos CM:

N3 nokymeHTauum HeobxoAnMMO NoACHMTaTb KOJIMYECTBO KaHao0B paboTaloLwmx B CUCTEME,
WHTEepBa OnNpoca KaHanoB (B CeKyHOax) U CPOK XpaHeHus (B rogax), HanpuMmep gatyuk IN-
D3 umeeT 3 kKaHana(X,Y,T(temnepaTtypa)). Popmyna pacyeTa obbeMa AaHHbIX:

K - KOIN4eCTBO KaHaloB

OC - onpoc B CeKyHAax

MX - nepunop xpaHeHns (rog)

b - 6anThbl.

b = (K*4)*(86400/0C)*(MX*365)

Mpumep pacyeTa HeobxoaMMOro mecta Ha Auckn ansa 7 gatyukos IN-D3, onpoc 1 pa3 B 300
CEeKYHAY, CPOK XpaHeHUsa AaHHbIX 2 roga. 7 oaTtymkos no 3 kaHana XY T utoro 21 kKaHa.
86400 - KONNMYeCTBO CEKYH[ B CyTKax.

(21*4)*(86400/300)*(2*365) = 176601606 nav npumepHo 16,8M6.

BAXHO!

KonmyecTBO KaHasIoB COCTOMT HE TOJIbKO U3 AAaTYMKOB B AOKYMEHTALUN K MPOEKTY, HO 1
BMPTYaJibHbIX KAHA/I0B, KOTOPbIE BbIYUCIAIOTCA B pe3ysibTaTe NOCTYNUBLUNX OAHHbIX C
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AaT4yMKa B COOTBETCTBUM C TPeBOBAHMAMMN KOHKPETHOMO MPOEKTa.

3. Ons cnyxebHbix gaHHbIXx CM Takux Kak «XKypHan cobbiTnin» n «XKypHan cencMmyeckmnx
cobbITin», Npegnaraetcs solaenutb 10I6. NMogobHoro poda AaHHbIE OLEHUBAKOTCA
npnbnn3nTenbHO,MCX0AN U3 cneundurkn obbekTa MOHUTOPUHTA.

BAXHO!

Ecnn ycTaHoBeHa rasnoyvka “CoxpaHAaTb UCXOAHbIE 3HAYeHMS” B HACTPOMKAX KaHana unm
AaTymKa, 06bEeM BblAENEHHOr0 ANCKOBOro NPOCTPAHCTBA YMHOXUTb Ha 2.
PekomeHgauns: Npu co3gaHnn AUCKa MCNob30BaThb TUM ToMa LVM, 4Tobbl npu
HeobX0ANMOCTN MOXXHO BbI1I0 pacLUNPUTL TOM.

PacueTt Harpy3ku O3Y u LI cepBepa

Bbibop o6bema O3Y n Tvna UM ans pabotel CM, 3aBUCUT OT BbiBpaHHbIX PYHKLNOHAbHbIX
BO3MOXXHOCTEN U KONMYECTBA U3MEPUTENbHbLIX KaHanos CM.

MuHUManbHble TpebosaHus K LIM n O3Y:

@ 4 Aapa c YacToTon He MeHee 3 T L.

@ 4 6 onepaTMBHON NaMATW.

HacTpoinka cuctemsl Ubuntu 20.04 LTS.

HacTponka ceTwu:

HacTtpounka cuctembl Ubuntu 20.04 LTS

HacTtpouka ceTtu

HacTponTe ceTb Yyepe3 KOHCOJIb Ha cepeepa Ubuntu 20.04 LTS, oTpenakTmupoBas ann
KOH(Urypaumm netplan, Haxogawmmncs B gupektopuu /etc/netplan/.

KomaHZa pefakTupoBaHus:

# vim /etc/netplan/00-installer-config.yaml

OCHOBHble HaCTPOMNKMN:

@ addresses — ip agpec KoTopbln OyaeT Ha3Ha4YeH Ballen CeTEBON KapTe.

@ gateway4 — ip afpec Ballero poyTtepa.

@ nameservers — DNS cepsepa.

@ search — fomeH B KOTOpoM ByaeT npon3BeeH MNOUCK.

BAXHO!

ObpaTuTe BHUMaHMe Ha npobenbl! Ucnonb3oBaHme Tabynaumm 3anpelleHo! B cTpoke B
KayecTBe pasgenuntenen AoNyCcKaTcsa ToabKo npobensl! ECAn y BaC nocne coxpaHeHus
tanna nosismnack owmnbka Tmvna: Error while loading /etc/netplan/00-installer-config.yaml, To
hann oTpefakTUPOBaH HEMPaBUIbHO C TOYKM 3PEHNSA CUHTaKCKCA.

[MpyMep HACTPOMKMK:

network:

ethernets:

enp0s3:
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addresses:

-192.168.0.105/24

gateway4: 192.168.0.1
nameservers:

addresses: [192.168.0.1, 8.8.4.4]
optional: true

version: 2

renderer: networkd

HacTpo#ka AUCKOBOro NPOCTPAHCTBa

TO CaMas Ba)KHas 4acTb ycTaHOBKM cepBepa Ubuntu. CywecTByeT ABa cnocoba HaCTPOMKM
xpaHunuwa B Ubuntu Server.

YnpaBnsemasa KoHpUrypaums xpaHmavwa: Cuctema co3gacT pasgen XxpaHuinwia
aBTOMaTMYeCKN, yCTaHABIMBAsA 3HAYEHMS MO YMONYaHUIO. DTOT MeTo[ nosieseH A
HaYMHalLWmx nonb3osaTesen cepsepa Ubuntu.

[MoNb30BaTeNbCKMIA MAaKeT XpaHuauwa: Mosb3oBaTeNb AOJKEH ONpeaesnTb pasgen
XpaHunuwa cam. 3To nyywnn meton ans cepsepa Ubuntu, noTomy 4To nossonser
NoJIb30BaTEN0 HACTPOUTbL XPaHWINLLA B COOTBETCTBMM CO CBOMMMK TpeboBaHMAMN.
Heobxoammo co3paTb pasgen LVM, o51a 3TOro Hy>KHO UCM0J1Ib30BaTb M0J1b30BaTEIbCKUN
MakKeT xpaHuauwa. Mepengute K onunm «Monb30BaTeNbCKUA MAaKET XpaHUAnLWa» u
Ha)xMuTe Knasuwy npobena, 4Tobbl BoibpaThb ee. Tenepb BbibepuTe onunio “roToso” u
Ha)XMuUTe Knasuwy “Beog”.

MoABUTCS OKHO KOH(UIYpaLuUn XpaHuauLLa. BeibpaTs paszgens «®ANTOBAA CUCTEMA»,
«[JOCTYMHbIE YCTPONCTBA» 1 «/CMOSb3YEMbIE YCTPOWCTBA». B pa3gene “IOOCTYMHbIE
YCTPOWCTBA” HalnTv Heobxo4uMble YCTpoicTBa. JOCTynHoe ycTpoicTso /dev/sda.
Co3paTtb pasgen LVM Ha 3ToM gucke. B cucteme Linux HY>XHO CO34aTb MUHMMaJIbHbIN (/boot)
3arpy304Hbln, swap 1 (/) kopHeBon pasgen. Cpegm 3Tux pasgenos /boot n swap LOMKHbI
6bITb BHe LVM. CHavana co3gaTh 3TU ABa pa3aena, npexxae 4yem cosgasaTtb LVM.

@ Bbibepute nocTynHoe ycTponcTBo (HanpuMep: /dev/sda), HaXKaB KNaBULLIN CO CTPeNKaMm
BBEpPX N BHM3, a 3aTeM Ha)XxMuTe Knasuwy “Beog”. NoaBUTCA BCNbIBatloLWwasa onyms.

@ Buibepute onuuio “HobasnTb pasgen GPT” n HaxmuTe Knasuwy “Beoa”. Tenepb NoABATCS
napameTpbl 4s1a ynpasneHus pasgesnom GPT.

@ pu nobasneHunn pasaena GPT B pasgen /dev/sda ykaxunTe pa3mep (Hanpumep, 500 m)
ONa 3arpy304Horo paszena B rnoJjie sBoga “Pasmep”.

@ B packpbiBatowemcs meHio ®opmaT BbibepuTe hopmaT pasgena - exts.

@ B packpbiBatowwemcs MeHo «Mount» BeibepuTe « /boot».

@ Buibepute onuuio “Co3paTbh” 1 HaXXMUTE Knasuwy “Beoa”.

3arpy304Hbiit pasgen byaeT co3gaH 1 goctyneH B pasgene GANTIOBAS CUCTEMA okHa
KoHgurypaumm xpaHuauiia.

Co3paHue Paspena Moakavku

Co3panTe pa3fen Nogkayku, BeIMOMHMB Criefyowme 4encTBus:

@ BuibepuTe yCTPOMNCTBO XpaHEHNS, CHOBA HaXaB KJIaBULLW CO CTPEJSIKAaMUN BBEPX U BHU3 U
Ha)<aB Knasuwy “Beoa”.
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@ BuibepuTte onuuio “fobasnTe pasgen GPT” n HaxxMuTe Knasuwy “Beoa”. MosBATCS onuunm
ONd co3faHma HoBoro pasgena GPT.

@ Npun pobasneHnn pasgena GPT B pasfgen /dev/sda ykakute pasmep (Hanpumep: 8G)
pa3gena NoAKa4vku B nose BBOAA pa3Mepa.

@ Buibepute «Swap» B packpblBatoLLeMCSH MeH0 «Format».

@ Buibepute onumio “Co3gaTth” U HaxxmMuTe Knasuwy “Beoa”.

Co3pnanTe HehopMaTMPOBAHHOE XPaHWUIULLE Nepen co3faHneM pasgena LVM:

@ BbibepuTe yCTPONCTBO XpaHEHWS, CHOBa HaXKaB KNaBMLIWN CO CTPesIKaMun BBEPX W BHU3, a
3aTeM HaXmuTe Knasuwy “Beoa”.

@ Buibepute onumio “fobasutb pazpen GPT” n HaxmMuTe knasuwy “Beoa”. MoasaTca onuun
ONn§ co3faHma HoBoro pasgena GPT.

® pu nobasneHun pasnena GPT B pa3aen /dev/sda ykaxxute pa3mep pasgena LVM(Hago
yKa3aTb MOJIHbIN pa3mMep OCTaBLUErocs pa3mepa AMCKa) B NoJsie BBoAa pa3Mepa.

@ B packpbiBatoweMcs MeHto “@opmaT” BbibepuTe ONumMo 0CTaBUTb OUCK
HeopMaTMpPOBaHHbLIM (He hopMaTUpPOBaTb AUCK).

@ Buibepute onuunio “Co3paTbh” 1 HaXXMUTE Knasmwy “Beoa”.

Y106kl co3aaTh pa3aen LVM, cHavana Heobxoammo co3gaTh rpynny TomoB (VG).

CospaHue rpynnsl TomoB LVM (VG):

@ B pazgene JOCTYMHbLIE YCTPOWCTBA BbibepuTe onumio “Co3gath rpynny ToMos (LVM)” n
Ha)xMuTe kKnasuwy “Beog”. Noasutca onuma “CosgaTh rpynny tomos LVM”,

@ (1o ymonyaHuio cuctema ykaxet (vg0) ong umeHu rpynnel TOMOB. I3MeHUTe ero B nose
BBOZ@ MMEHW UM COXPaHUTE MO YMOJI4YaHUIo.

@ Buibepute onuuio pasgena B pasgene “YCTPoncTea” n HaXxMuTe Knasuwy npobena, 4Tobbl
BKJIOYUTD ee.

@ Buibepute onuuio “Co3paTbh” 1 HaXXMUTE Knasuwy “Beoa”.

Mpynna TomoB(vg0) Tenepb ByaeT AOoCcTynHa B pa3aene “NOCTYMHBLIE YCTPOWUCTBA”. lanee
Heobxoamnmo co3aaTh pasgen LVM oTcroaa.

Co3naHue KopHeBoro (/) pasgena LVM:

@ Bbibepute cosgaHHyto rpynny (vgo).

@ Buibepute onuunio “Co3aaTb JIOrMY4ECKUIN TOM” 1 HaXXMUTE Knasuwy “Beoa”. MNossATca
napameTpsbl 4J1 CO34aHNSA HOBOIr0 JIOrMYeCKoro Toma.

@ B pasgene “LlobaBneHne nornyeckoro toma” B vg0 BBeaUTE nMs ToMa (Hanpumep, lv-root)
B MoJie BBO4A UMEHMN.

@ YKaxunTe pa3Mep 419 KOPHEBOro pasfena B noje seoga “Pasmep”.

@ B packpbiBatowemcs MeHio “@opmaT” BeibepuTe hopmaT pasgena - ext4.

@ Buibepute onuunio “Co3naTbh” 1 HaXXMUTE Knasmwy “Beoa”.

byneTt co3naH KopHeBow (/) pa3gen, OOCTYMNHbLIA B pa3aene ®ANTTOBAS CUCTEMA oKHa
KoHgurypaumm xpaHuauiia.

BbibepuTe onuuio “I'oToB0” 1 HaXXMuTe Knasuwy “Beog”. Cuctema NonpocuT NoATBEPAUTb
bopmaTUpoBaHMe AaHHbIX, MOCKOJIbKY MOCae Co34aHusa U popMaTUPOBaHNA pa3fesa Ha
3TOM YCTPOWCTBE CTapble AaHHble ByayT yaaneHsl.

BbibepuTte “Mpoao/mKnTh” N HaxxMUTe Knasuwy “Beoa”, 4Tobbl NOATBEPANTL AEACTBUE.
BbibepuTe onumio “YcTaHOBKa CUCTEMbI” AN NPOAO/IKEHNS YCTAaHOBKN.
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YCTaHOBUTE BPEMEHHYIO 30HY Ha CepBepe:

A3MeHeHnsa YacoBoro nosc. ns yCTaHOBKM TEKYLLEro 4acoBoro rnosca CUCTeMbl BBeanTe
timedatectl 6e3 aprymeHTOB:

# timedatectl

BbIXOOHbIE f@HHbIe HMXXE MOKa3bIBAKOT, YTO YAaCOBOW NOSC CUCTEMbI YCTAHOBJIEH Ha «UTC»:

Local time: Wed 2021-08-25 08:18:36 UTC \
Universal time: Wed 2021-08-25 08:18:36 UTC\
RTC time: Wed 2021-08-25 08:18:37\
Time zone: Europe/Moscow (MSK, +0300)\

System clock synchronized: yes

NTP service: active\
RTC in local TZ: no\

YT06bI BEIBECTU CANCOK BCEX AOCTYMHbIX YacoBbIX Nosicos:\ #timedatect! list-timezones
Kak To/IbKO Bbl ONpeaennTe, Kakol 4acoBOW NMosC COOTBETCTBYET BalLeMy
MeCTOMOJIOXKEHNIO, BBEAMTE B Ka4YeCTBe MN0Jib30BaTesd sudo CnenyoLwyo KoMaHay:

# sudo timedatectl set-timezone your_time_zone

YcTaHOBKa U 0OHOBJIeHMEe OCHOBHbIX KOMMOHEHTOB
nporpamMmmbl

YcTaHOBKa nporpammel 415 yganeHHoro 4octyna K cepeepy no npotokosy SSH

# apt install -y openssh-server

MoaroToBKa cepeepa A4 YyCTAaHOBKM MPOrpamMmbl

(ona panbHenwen yCTaHOBKK NOAKJIOYUTECH K cepBepy No SSH NpoTOKOy Uan NoKasibHO
4yepes KOHCOJb).

BBecTn KomaHAbl:

OBHOBNEHNE CUCTEMDI:

# apt update

MporpaMMa ons CBA3M C peno3nTopuem:

# apt install -y git

MporpaMMa Ons Co34aHMA KOHTEMHEPOB OCHOBHBIX 1 BCMOMOraTesIbHbIX MPOrpamMm:
# apt install -y docker.io

# apt install -y docker-compose

3arpyska yCTaHOBOYHbIX (panioB Ha cepsep.

3anyckK KOMaHAbl 15 3arpy3kKun NporpamMmbl yCTaHOBKW Ha cepBep:

# git clone -b latest
http://deploy:7PCh5S)nTiXQ)BmB9wmi@dev.system-it.pro/monitoring/monitoring.git

[poBepKa KOMMNOHEHTOB:
# /opt/monitoring/deploy.sh ensure_req
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HayvanbHble HacTponky CM, creHeprpoBaHHbIE aBTOMATUYECKU:
# /opt/monitoring/deploy.sh config

HacTtpounka CM.

Mepel yCTaHOBKOW CUCTEMbI HYXXHO cefnaTb NepCcoHasibHble HACTPOMKK. OCHOBHbIE
HaCTPOMKM KacaloTcs BpemeHHoW 30HbI, Maponen, Knoven goctyna, [LoCTyn K BHELWWHUM
NCTOYHMKAM AaHHbIX (HanpyuMep: 4oCcTyn K 6a3e fAaHHbIX) U NapaMeTpbl cuctemMbl cbopa n
XPaHEeHNs OaHHbIX.

HacTporKun HYy>XHO caenaTb Kak A5 cepBepa, Tak U N5 yCTaHaB/IMBaeMbIX KOHTENHEPOB.
HacTponka KOHTeNHepoB.:

NS 3MeHeHNs HaCTPOEK B KOHTEMHepax B CUCTEME UCMOJb3YI0TCS ABa ansa .env u
docker-compose.override.yml

HacTponka hanna .env :

[MepeMeHHble CreHepupoBaHHbIE aBTOMATMYECKN B hansie .env (Npyn HeobxoanMoCTK
N3MEHUTD) :

LORA_API_JWT SECRET=default

LORA_AS APl PASSWORD=admin

POSTGRES_PASSWORD=default

CLICKHOUSE_PASSWORD=default

WEB DEFAULT _PASSWORD=default

# CekyHO
STORE_BUFF_PERIOD=30

TZ=Asia/Yekaterinburg
PHP_TZ=Asia/Yekaterinburg

LORA NET ID=
SENTRY_URL=http://ID@example.com:9000/3

3anyck yCTaHOBKYM NPOrpaMMbl.

BeBeanTe KOMaHAbI:

# docker login -u user -p default dev.system-it.pro:5000
# /opt/monitoring/deploy.sh upgrade

MporpammMa bygeT yCcTaHOB/IEHA.

Mocne yCTaHOBKK OTKponTe bpay3ep, B aapecHon CTpoke BeeauTe IP-agpec cepeepa.
Mo ymonyaHuto Mima nonb3oBatens: admin@example.com, napojb B COOTBETCTBUN C
yCTaHOBKOW B (hansie /opt/monitoring/.env, napametp WEB_DEFAULT PASSWORD=[napons].
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