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PyKoBOACTBO NO YCTAaHOBKe

34echb NpefcTassieHa UHopMauns ans GopMnMpoBaHns TeEXHNYECKUX TpeboBaHMm K
cepBepHOMy 060py0BaHWUIO M PYKOBOACTBJI M0 YCTAHOBKE CUCTEMHOr0 NPOrpaMMHOro
obecneyeHna n NporpaMMHoOro obecneyeHns CUCTEMbl MOHUTOPUHTA.

false

Mopbop obopynoBaHua ansa npoeKrta

cxonHble naHHbIe AN18 onpeaeneHuns TeXHNYecknx TpeboaHnii K 060pya0BaHNIO
ONPenensaTCa TEXHUYECKUM 3aiaHNEM USIN MPOEKTOM Ha CUCTEMY MOHUTOpPUHra (CM).

PacyeTt obbema gMCKOBOro MPOCTPaAHCTBA

1. ins ycTaHoBku OC, cny»xebHon nHhopmaumm Ha cepsepe 1 nporpammel CM,Heobxoanmo
BblgennTb 60 6.

2. [1ns faHHbIX NOCTYNUBLUNX C KaHanos CM:

N3 nokymeHTauum HeobxoAnMMO NOACYMTaTb KOJIMYECTBO KaHa0B paboTaloLlwmx B CUCTEME,
WHTEepBa ONpoca KaHanoB (B CeKyHOaxX) U CPOK XpaHeHus (B rogax), Hanpumep gatyuk IN-
D3 umeeT 3 kaHana(X,Y,T(temnepaTtypa)). Popmyna pacyeta obbeMa AaHHbIX:

K - KOJIn4eCcTBO KaHas10B

OC - onpoc B CeKyHAax

MX - nepuof xpaHeHua (ron)

b - 6anThbl.

b = (K*4)*(86400/0C)*(MX*365)

Mpumep pacyeTa HeobxoQMMoro mecta Ha auckn ans 7 gatyukos IN-D3, onpoc 1 pa3 B 300
CeKyHIy, CPOK XpaHeHUsa faHHbIX 2 rofa. 7 4aTY4MKOB Mo 3 KaHana X Y T utoro 21 KaHan.
86400 - KONMYEeCTBO CEKYHA B CyTKax.

(21*4)*(86400/300)*(2*365) = 176601606 nnm npumepHo 16,8M6.

BAXHO!

KonmyecTBo KaHasioB COCTOMT He TOJIbKO U3 OATYMKOB B LOKYMEHTALUN K MPOEKTY, HO U
BMPTYaJibHbIX KaHA/I0B, KOTOPbIE BbIYUCIAIOTCA B pe3ysibTaTe NOCTYNUBLUNX OAHHbIX C
[aT4ynKa B COOTBETCTBUN C TpeboBaHNSAMN KOHKPETHOIO NpoekTa.

3. Ons cnyxebHbix gaHHbIX CM Takux Kak «XKypHan cobbiTuin» n «KypHan cemncMmyeckmnx
cobbiTMin», Nnpegnaraetcs solgenutb 10I6. NogobHoro poda AaHHbIE OLEHNBAKOTCA
NpPUOAN3NTENBHO,MCXOAS M3 CNeundrKn 0bbekTa MOHUTOPUHIA.

BAXHO!

Ecnn ycTaHoBeHa rasnoyvka “CoxpaHAaTb UCXOAHbIE 3HAYEHMS” B HACTPOMKAX KaHana unm
AaT4ynka, 06beM BbIAENEHHOI0 AUCKOBOIO MPOCTPAHCTBA YMHOXNTb Ha 2.

PekoMeHpauma: Npu CO34aHUKN ANCKA UCMONb30BaTb TN ToMa LVM, 4Tob6bl npu
HeobXxo0ANMOCTN MOXXHO BbI1I0 pacLLNPUTL TOM.
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PacueTt Harpy3ku O3Y u LI cepBepa

Beibop obbema O3Y u Tvna UM ons pabotel CM, 3aBUCUT OT BbIBpaHHbIX PYHKLMOHAbHbIX
BO3MOXKHOCTEMN U KONNYeCTBa U3MepuTesibHbIX KaHanos CM.

MuHuManbHble TpebosaHus Kk LM n O3Y:

@ 4 Aapa c YacToTom He MeHee 3 T L.

@ 4 6 onepaTMBHON NamMATW.

HacTpoika cuctemsl Ubuntu 20.04 LTS.

HacTponka ceTu:

Hactpouka cuctemsl Ubuntu 20.04 LTS

HacTtpouka ceTtu

HacTponTe ceTb Yepe3 KOHCOJb Ha cepeepa Ubuntu 20.04 LTS, oTpegakTmMpoBas ann
KOH(Uurypaumm netplan, Haxogawmmncs B gupektopuu /etc/netplan/.

KomaHOa pefakTupoBaHuS:

# vim /etc/netplan/00-installer-config.yaml

OCHOBHble HAaCTPONKMU:

@ addresses — ip aapec KoTopbin 6yaeT Ha3HaYeH Ballen CeTEBON KapTe.

@ gateway4 — ip agpec Baluero poyTtepa.

@ nameservers — DNS cepsepa.

@ search — nomeH B KOTOpoM ByaeT Npom3BeneH MNOUCK.

BAXKHO!

ObpaTuTe BHUMaHMe Ha npobenbl! Ucnonb3oBaHne Tabynaumm 3anpelleHo! B cTpoke B
KayecTBe pasgenuntenen OonyCckaTcsa Toabko npobensl! ECAn y BaC nocne coxpaHeHus
thanna nossmnack owmnbka Tnna: Error while loading /etc/netplan/00-installer-config.yaml, To
(hann oTpedaKTUPOBaH HENPAaBWJIbHO C TOYKW 3pEHMA CMHTaKCKUca.

MpyMep HACTPONKMK:

network:

ethernets:

enp0s3:

addresses:

-192.168.0.105/24

gateway4: 192.168.0.1

nameservers:

addresses: [192.168.0.1, 8.8.4.4]

optional: true

version: 2

renderer: networkd
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HacTpoika ANCKOBOro NpocTpaHCTBa

TO CaMas Ba)KHas 4acTb ycTaHOBKM cepBepa Ubuntu. CywiecTByeT ABa cnocoba HaCTPOMKM
xpaHunuwa B Ubuntu Server.

Ynpasnsemasa KoHpuUrypaumsa xpaHuavwa: Cuctema co3gact pasgen XxpaHuiunwia
aBTOMaTUYeCKN, yCTaHaBIMBAsA 3HAYEHMS MO YMOYaHUIO. TOT METo/ noJsieseH Ass
Ha4YMHaLWmx nosb3osaTenen cepsepa Ubuntu.

Monb30BaTeNbCKUA MaKeT XxpaHuauwa: MNonb3oBaTesb O/DKEH ONpelesinTb pa3aen
XpaHunuwa cam. 3To nyyvwnn meton ons cepsepa Ubuntu, noToMy 4To no3sonser
NnoJib30BaTeN0 HACTPOUTb XPaHWINLLA B COOTBETCTBUM CO CBOMMU TpeboBaHMAMM.
Heobxoammo co3paTb pasgen LVM, ona 3TOro Hy>KHO MCM0J1Ib30BaTb MN0J1Ib30BaTENbCKUN
MakeT XxpaHuauwa. Mepenaute K onunn «Monb3oBaTeNbCKUN MaKET XPaHUINLLA» U
Ha)XMuTe Knasuwwy npobena, 4Tobel BoibpaTh ee. Tenepb BoibepuTe onumio “roToBo” n
Ha)XMuUTe Knasuwy “Beog”.

MoABUTCA OKHO KOHMUrypaLumn XxpaHuauila. BeibpaTs pasnens «®ANNTOBAA CUCTEMA»,
«[JOCTYMHbIE YCTPONUCTBA» 1 «MCMOJIb3YEMbIE YCTPOUCTBA». B pasgene “LOOCTYMHbIE
YCTPOWCTBA” HalTvt Heobxo4uMble YCTpoiicTBa. JoCTynHoe ycTpoiicTeo /dev/sda.
Co3paTb pasgen LVM Ha 3ToM aucke. B cucteme Linux HY>XHO co3aaTb MUHUMasbHLIA (/boot)
3arpy304HbIn, swap 1 (/) kopHeBon pasgen. Cpegm 3Tux pasgenos /boot n swap 4OMKHbI
6bITb BHe LVM. CHavana co3gaTh 3TU ABa pa3aena, npexae 4yem cosgaBatb LVM.

@ BuibepuTte nocTtynHoe ycTponcTBo (Hanpumep: /dev/sda), HaXxaB KaaBULLIK CO CTPeSIKaMu
BBEPX N BHM3, a 3aTeM Ha)XxMuTe Knasuwy “Beog”. NoasBnTCa BCbIBaloLWwasa onyms.

@ BuibepuTe onumio “fobaButb paszpen GPT” n HaxmuTe Knasuwy “Beoa”. Tenepb NosBATCSA
napameTpbl 4nd ynpasneHusa pasgenom GPT.

@ Npn nobasneHumn pasgena GPT B pasgen /dev/sda ykaxuTe pa3mep (Hanpumep, 500 m)
0N 3arpy304HoOro paszena B rnoJjie sBoga “Pasmep”.

@ B packpebiBatowemcs MmeHio dopmaT BelibepuTe hopMmaT pasfena - exts.

@ B packpbiBatoweMcsi MeHio «Mount» BbibepuTe « /boot».

@ Buibepute onumio “Co3gaTth” U HaxxMuTe Knasuwy “Beoa”.

3arpy304Hbiit pasgen byaet co3gaH 1 goctyneH B pasgene ®ANTIOBAS CUCTEMA okHa
KoHurypaumm xpaHuania.

Co3paHue Paspgena Mogkayvkuy

Co3panTe pa3gen NogKaykuy, BbIMONHUB Cllefylolne encTBus:

@ BbibepuTe yCTPONCTBO XpaHEHMS, CHOBA HaXKaB KaBMLIN CO CTPesIKaMun BBEPX U BHU3 U
Ha)xaB Knasuwy “Beoa”.

@ Buibepute onumio “fobasutb paszgen GPT” n HaxmMuTe knasuwy “Beon”. MoasaTca onuum
ANnd co3faHma Hoeoro pasgena GPT.

@ Mpu nobasneHunn pasnena GPT B pa3aen /dev/sda ykaxxute pa3mep (Hanpumep: 8G)
pasfena nofkayku B nose BBO4a pa3Mepa.

@ Bbibepute «Swap» B packpbiBatoLLeMCs MeH0 «Format».

@ Bbibepute onuuio “Co3paTh” 1 HaXXMUTE Knasuwy “Beoa”.

Co3pnanTe HehopMaTMPOBAHHOE XPaHWUIWLLE Nepen co3haHneM pasgena LVM:
@ BbibepuTe yCTPONCTBO XpaHEHWS, CHOBA HaXKaB KaBMLIN CO CTPESIKaMu BBEPX M BHU3, a
3aTeM HaXxmuTe Knasuwy “Beopn”.
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@ BuibepuTte onuuio “fobasnTe pasgen GPT” n HaxxMuTe Knasuwy “Beoa”. MosBATCS onuunm
ONd co3faHma HoBoro pasgena GPT.

@ Npun pobasneHunn pasnena GPT B pasgen /dev/sda ykaxxute pa3mep pasgena LVM(Hazo
yKa3aTb MOJIHbIN pa3mMep OCTaBLUErocs pa3mepa gMCKa) B NoJsie BBoAa pa3Mepa.

@ B packpbiBatowemMcs MeHto “@opMmaT” BbibepuTe onumio 0CTaBUTb OUCK
He(opMaTMpPOBaHHbLIM (He hopMaTUpPOBaTb AUCK).

@ Buibepute onuuio “Co3naTbh” 1 HaxKMUTE Knasmwy “Beoa”.

Y106kl co3aaTh pa3aen LVM, cHavana Heobxoammo co3gaTh rpynny TomoB (VG).

CospaHue rpynnsl TomoB LVM (VG):

@ B pazgene JOCTYMHbLIE YCTPOWCTBA BhibepuTe onumio “Co3nath rpynny ToMos (LVM)” n
HaXxMuTe knasuwy “Beon”. Moasutcsa onunsa “Co3natb rpynny Tomos LVM”,

@ 1o ymonyaHuio cuctema ykaxet (vg0) ong umeHu rpynnel TOMOB. I3MeHUTe ero B nose
BBOZ@ UMEHW UK COXPaHUTE MO YMOJI4YaHWUIO.

@ Buibepute onuuio pasgena B pasgene “YCTPoNcTea” U HaXXMuTe Knasuwy npobena, 4Tobbl
BKJIOYUTD ee.

@ Buibepute onuunio “Co3paTbh” 1 HaXXMUTE Knasmwy “Beoa”.

[pynna TomMoB(vg0) Tenepb ByaeT AocTynHa B pa3aene “NOCTYMHBLIE YCTPOWUCTBA”. llanee
Heobxoammo co3paTb pasgen LVM oTcrona.

Co3paHue KopHeBoro (/) pasgena LVM:

@ Bbibepute cosgaHHyto rpynny (vgo).

@ Bbibepute onumio “Co3aaTh NOrMYECKNA TOM” 1 HaXXMUTE Knasuwy “Beoa”. MNossATcs
napameTpsbl 4J18 CO34aHNSA HOBOIr0 JIOrM4YeCKoro Toma.

@ B pasgene “lobaBneHne nornyeckoro toma” B vg0 BBeAUTE nMs ToMa (Hanpumep, v-root)
B MoJie BBO4A UMEHMN.

@ YKaxunTe pa3Mep 414 KOPHEBOro pasfena B noje seoga “Pasmep”.

@ B packpbiBatowemcs MeHio “©opmaT” BeibepuTe hopmaT pasgena - ext4.

@ Buibepute onumio “Co3aaTh” 1 HaxxmuTe Knasuwy “Beoa”.

ByneT co3faH KOpHEeBON (/) pa3aen, AOCTYNHbIA B pasgene ®ANJIOBAS CUCTEMA okHa
KoHgurypaumm xpaHuauiia.

BbibepnTe onuuio “FoToB0” 1 HaxxMuTe Knasuwy “Beoa”. Cuctema nonpocuT NOATBEPAMNTD
hopmMaTnpoBaHMe AaHHbIX, MOCKOJIbKY MOCae Co34aHusa N popMaTUPOBaHNA pa3fesna Ha
3TOM YCTPOWNCTBE CTapble AaHHble ByayT yoaneHsl.

BoibepuTe “Mpoaoc/mkKnTb” 1 HaXXMnTe Knasuwy “Beoa”, 4Tobbl NnoATBEPOUTL AENCTBME.
BuibepuTe onumio “YcTaHOBKa CUCTEMbI” AN NPOAO/IKEHNS YCTAaHOBKN.

YCTaHOBUTE BPEMEHHYIO 30HY Ha CepBepe:

A3meHeHns YacoBoro nosc. [na yCTaHOBKM TeKYLLLEro 4acoBoro rnosica CUCTeMbl BBeANTe
timedatect| 6e3 aprymeHTOB:

# timedatectl

BbIxoAHble f@aHHbIE HM)XXE MOKa3bIBAlOT, YTO YaCOBOMW MOAC CUCTEMbI YCTaHOBMEH Ha «UTC»:

Local time: Wed 2021-08-25 08:18:36 UTC \
Universal time: Wed 2021-08-25 08:18:36 UTC\
RTC time: Wed 2021-08-25 08:18:37\
Time zone: Europe/Moscow (MSK, +0300)\
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System clock synchronized: yes

NTP service: active\
RTC in local TZ: no\

YT06bI BLIBECTU CANCOK BCEX AOCTYMHbIX YacoBbIX Noscos:\ #timedatect! list-timezones
Kak TONbKO Bbl OnpegennTe, Kako YaCoBOW NOSAC COOTBETCTBYET BalleMy
MeCTOMOJI0XKEHWNIO, BBEAMTE B KaYeCTBE MNoJib30BaTeNs sudo CnegytoLlyo KomaHay:

# sudo timedatectl set-timezone your _time zone

YcTaHOBKa U 0OHOBJIeHMe OCHOBHbIX KOMMOHEHTOB
nporpamMmmbl

YcTaHoBKa NporpaMmbl a5 yaaseHHOro AoCTyna K cepBepy no npoTokonay SSH

# apt install -y openssh-server

MoaroToBKa cepeepa A4 yCTAaHOBKM MporpamMmmbl

(O8N5 DanbHenwen yCTaHOBKM NOAKIIYNTECh K cepBepy Mo SSH NpoToKoNy UAn IoKaJibHO
4yepes KOHCOJb).

BBecTn KomaHAb!:

ObHOBNEHNE CUCTEMDI:

# apt update

MporpamMMa ons CBA3M C peno3nTopuem:

# apt install -y git

MporpamMmMa Ons CO34aHMA KOHTEMHEPOB OCHOBHbIX Y BCMOMOraTesibHbIX MPOrpamMm:
# apt install -y docker.io

# apt install -y docker-compose

3arpy3ska yCTaHOBOYHbIX (halsioB Ha cepBsep.

3anyckK KOMaHAbl 15 3arpy3kKun NporpamMmel YyCTaHOBKKN Ha cepBep:

# git clone -b latest
http://deploy:7PCh5S)nTiXQ)BmB9wmi@dev.system-it.pro/monitoring/monitoring.git

[poBepKa KOMMNOHEHTOB:

# /opt/monitoring/deploy.sh ensure_req

HayvanbHble HacTponky CM, creHeprpoBaHHbIE aBTOMATUYECKU:
# /opt/monitoring/deploy.sh config

HacTpownka CM.

Mepel yCTAaHOBKOW CUCTEMbI HYXXHO cefnlaTb NepCcoHasibHble HACTPOMKK. OCHOBHbIE
HACTPOMKM KacaloTcs BpemeHHoW 30HbI, Maponen, Knoven goctyna, [LOCTyn K BHELWWHUM
NCTOYHMKAM AaHHbIX (HanpyuMep: 4oCcTyn K 6a3e fgaHHbIX) U napaMeTpbl cuctemMbl cbopa n
XPaHEeHNs OaHHbIX.

HacTporKkun HYy>XHO caenaTb Kak A5 cepBepa, Tak U AN YyCTaHaB/IMBaeMbIX KOHTENHEPOB.
HacTponka KOHTeNHepoB:
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[Na N3MeHeHNa HaCTPOEK B KOHTEHepax B CMCTEME NCMONb3YITCS ABa (aina .env u
docker-compose.override.yml

HacTponka hanna .env :

[epeMeHHble CreHepnpoBaHHbIE aBTOMaTMYeCKU B hannie .env (Npu HeobxoanmmocTu
N3MEHUTD) :

LORA API_JWT SECRET=default

LORA AS APl PASSWORD=admin

POSTGRES PASSWORD=default

CLICKHOUSE_PASSWORD=default

WEB _DEFAULT PASSWORD=default

# CeKyHh
STORE_BUFF_PERIOD=30

TZ=Asia/Yekaterinburg
PHP_TZ=Asia/Yekaterinburg

LORA NET ID=
SENTRY_URL=http://ID@example.com:9000/3

3anyck YCTaHOBKYM NPOrpaMMbl.

BBegute KomaHAbl:

# docker login -u user -p default dev.system-it.pro:5000
# /opt/monitoring/deploy.sh upgrade

MporpammMa byaeT yCcTaHOBEHA.

Mocne ycTaHOBKM 0TKponTe bpay3ep, B adpecHon CTpoke BeeaguTe IP-agpec cepsepa.
Mo ymonyaHuto Ima nonb3osaTtens: admin@example.com, naposib B COOTBETCTBUM C
yCTaHOBKOW B (hansie /opt/monitoring/.env, napametp WEB_DEFAULT PASSWORD=[napons].
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